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Abstract

A wireless sensor network (WSN) is a wireless network consisting of spatially
distributed autonomous sensory devices that can communicate with each other to
perform sensing and data processing cooperatively. However, due to limited onboard
resources, power consumption must be reduced. Coverage control schemes, where
nodes typically cooperate with each other, are therefore essential for effective condition
monitoring of the environment. However, nodes are vulnerable to malicious attacks
which directly affect the area under observation. Therefore, the underlying aim of this
thesis is to develop a distributed light-weight coverage control scheme which
countermeasures against malicious attacks in WSNs. This thesis proposed a coverage
control algorithm based on multi-agent reinforcement learning integrated with
a topology maintenance protocol in order to obtain a secure and near-optimal coverage
allocation strategy. The proposed algorithm was designed in such a way that a node
makes its decisions by considering inputs from multiple neighboring nodes in order to
tolerate false messages created by malicious nodes.

Simulation results showed that our algorithm was more robust and efficient by
consistently attaining higher coverage per unit energy consumed, and achieving
6-12% of coverage greater than the original DVF algorithm under sleep deprivation and
snooze attacks. Furthermore, the network substitution attack was studied where
inaccurate information was exchanged between nodes. The proposed algorithm gained
up to 19%, 32% and 37% of coverage higher than the DVF algorithm for the network
substitution attack alone, and network substitution paired with sleep deprivation and
snooze attacks, respectively. By integrating the secure topology maintenance protocol,

our results suggested that vulnerability to such attacks can efficiently be reduced.
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Y
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Lﬂ’mmwé“ﬂﬁuaaﬁﬁauﬁamsmuiamsm%qL“fJuﬂﬁ%’UﬁiswiNamust,Lazmiﬂisv‘hmﬁ

Y

a

HARBULNUTEEZEIANEN JULUULINTIINYOINTEUIUNSSBUSWULSBuoTaluuYiAe {iSeu

[

Jznge1Uden 71905297 anyaveanisnszyitlululavianun e aninuandeutagiu

910U N1snszinfigniden avdwaldanimuindeuiinisivdounlasuazfisounazla



17

wanauuny Fevusdiuiinisnseinfnaidwalianinwindeuldouldluiianide
nsrUIUNSSEuiLUUTBuresauuiUssneumedadeiiugiuaiuegeie dwinden, Hendus

Bunosawun LLasﬁﬂﬁ%’ugam (value function)

1) Awandeu
TuszuunsiBeusuuudurlesamwiszseuinsdugananugludmnisnssimenisgu

[y

NAaeINNINIEYlanau (interactions) AMuAsIndeuLuuNaIRdwIARelmalaggnidune

oA

31NNTEUIUNITTBUS WUV B U awisIunIsdunnanAfeulaangunsalduiges,
fydnwal ¥3e nanIUNTANRAUNG d1nsEUINNITREUIIUUTAURTaLWAINsadeNA
swazldunnnggrasdnasuiaulalanbsuazdwmalvnszuiunisiannsadennisnseving

¥ 1%
= =

o a aa 1% a o, a & Aaa a 19
LV@JWSaNﬂ‘UaOWUS‘\]iQWLﬂﬂ‘U‘u‘lﬂ LL‘U'JQWUZNLIJULLU'Jﬂ@WUﬂWUW@Wq@‘U@Qﬂ?%‘UQUﬂqiLiﬂuzLLUU
LY i [ [y

FBunesawun egrdlsinunszurunisiidetondededeninlurenisisouiiionisdued

NS AUANNNG W AN

2) Wantusdunesauun
a v Y aa = Y aa ¢ = o Y Y]
PYINNNATINUIVINAUY 38‘U°U‘Vlllﬂ']§LTEJUELL‘UU?E]‘UW@iﬁLuum%ﬂmqﬂqﬁﬂUﬂﬂﬁﬂﬁﬂquglﬂEJQ

NsnsEiMmeNsaaesdun1snIEvlaneuivaawinsey lagidmunereinseuiunsiseusi

'
Y

d o a s aa 13 et cUu  a a o w

Ao MslduwiAnvesilanduidunesamuidaduilsiduaivainsiatuiasluowan (future
reinforcements) VBdL3EULTBAUNININTLINTLINANOULNUTEULE1IEEA LAgnEIaINNIT
- o o Y v Yo a
\don MInseyir 1 anueilagU udSeuarlasu nanauuwnu (reward) lugduuuvesusun

WIlaY JiSeuazEeuINIINTEYINTLNana ULNUTE e 1IgeEn

3) flaiduyacn
= % Na s ¢ & = 1% v s o i
nsrUIUNITTBUILUUIBunaTawillunsruIunsseuinelaflandulseannyani
(estimating value function) flaiduyaeilddmiuannisalnasinveinanauwnuiilasuan
anug s sanuanauwnuialunvtlasulusuantusgiunisnssvitignidenty Ay

ilaftuyarvesanuglanaeliuleuier Jagnieume



18

Vz(s)=E*[R |8 =5]

= E”[Zﬂkruku | St = S]
k=0 (2.4)

AatiuilanduLar1n1INEYin (action-value function) alviuleune rdwsunng anue-
n13nSIi(state-action pairs) AIEAITAIALANANBULNUTIZIASUIINAISI@DNN1IATEYIN Ol

anuy s nan ¢ sadulusuuleuie T fe

Q*(s,2)=E*[R |5, =52, =a]
= E”[Zﬂrwkﬂ |s,=s.a =a]
k=0

4) FmaseuiLuum

o

aa a o a . & ada v a o a
'Jﬁﬂ']iLiEJuzLL‘U‘Uﬂ’J (Q-Leammg) Lﬂu’)ﬁmﬂﬂuﬁmqiﬂfﬁqﬁ\laLaaScﬂaﬂﬂﬁgU?‘Uﬂ'ﬁLﬁﬂuzLL‘U‘Ui

Y

¢ a v

dunaTalundfINTeAeL lnglolurillyaaAl (Q-value)Asiuiiiian 0 NasaInteLaum

\Ronn1snTeia; NanIue sl unazlasuNana UL o ao Wz lUsyarfA lniae

[y

QNEMANILIAT t+16ail

Qua(s,@) =(1-a)Q(s,a) +efr+ fmaxQ (s’ a)],
a (2.6)

dloa € [0.D) fodnsinisidous  imunendnvesetauidenismulsuvisdadunis

[y

UATENINANTULLAENINTLYN NGB ULIUTEEYE1IE9aR  JULUUNIASTINYBINTEUIUNIS

a

Y aa s e Y a a o o A & 1%
L ngLLUUi@uwaﬁaLﬂJuWﬂ@ WLIYUIENYIYIULABDAN 71797159 ﬁ]’m%ﬂmmmiﬂizmmﬂulﬂl@

Y 9

vianue o an1mwIndendaglu A1ndu n1snsevinigniden svdwalvaninwindendinng

[
=

Wasuuasuaziisounagld saneuuny Juegiuitnnisnsgridnandmalianinwindey

Y

Wasululudirmdla

2.4 FnsiteuiuuuAdlugduuunanedanseyin

Tusguunatedinggyin (Multi-agent system) A931ATEUUMMNTEILREILUATUUDINTE

d‘l =

AINTEYNBU NS U UlEUIELATNAINNIINTEVRWNAINTEINAzdmAdadInaeN Al
g

[
Y [y Y

Aaa = W vX 1 o o = a o av yvo
UIEJ‘U']EJ‘V] N @Q\T‘lﬂlmﬂu@% URINITENILAOYILLAYU UV!ﬂg] '3V|ﬂ§5V|']1u33UU‘U']\N']u’J"UEJI@VH
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Tnalevdgeaaunauedaglildiansanfmisnseyivesenuidugimae Fwanlaainnis
o =1 [ 14 M M Yo Aaa @ 14 o & ! 3 o = =
nsgguiienaibianudlilasuulovienanganiluls dstuusazieunadIsAileds
= o o o v a - % =
HANTENUINNNITIABNNISNTEIveBelauidu uldUsznaunisindulaiielvliuleuien

winnzadlusEuunaefIngeyin

2.5 nszUIuNMsEBuiLUUTBunasawulugUwuUNNSEaNY
Tug2aU7H UL MUITEVa189UlaNg 181U VEI8BIAAIUTVBINTEUIUNTTEUTHUUS
durlesauurinazisnisseuiuuuAnduniseuiuuunszaie(distibuted  system) layn
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F0Uy wWar3e) 71905297 Huualngu NTEUIUNITTEUSRUUNTEETQNTAITUN

e
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d' aa d' 1Y =
Lu@\‘]‘mﬂﬁ]ﬁﬂ'ﬁ‘UNﬂqﬁ‘Uigu'ﬂaNaLW@W?HIEJU']EJI@TJ@LTJGUU
1) Distributed value function

NS2UIUNITITEUIUUUSBunesaluuyINdn1siSeuiuuunszaig(distributed

1 J <

reinforcement  learinglnglanisnsganedeyainediuilanduyadsenitaduwesivun us

Y

azlvunluszuuazian Ul kavlaann1snNTeyl waglasunanauuny (aganangfenn

Inupaglasunanauuwnuazangiaanasnia)egelsfnuusasinunssesUssunaaileidu
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1

yaAwedlnunt1fgaInanUEiIuNInIe Tnenguasnisiseusileiduyacnife nslddeya

'
1 =

Ao a o Iz &, | ]
°V]l|@EAIUﬂqiLﬁﬂuzﬁ\iﬂsﬁumaﬂ’]%ﬂLUUﬂWiUigﬂJ’]mﬂ’m@Qﬂ’maﬂaULLV]UIU@UWQG\ﬁSﬁ@J?J@QVJﬂIMUW
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lun3etny srguwIAniull udazlnunazaiunsaidennisnseiniveusuuseuleuievesnuli
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Distributor Node

S'is state
A is action
R is reward

5UN 2.2 fegrunIevieniinmsiseusuuunseanedd duandaglrualunisiruadym
[ = % Aa s caa = 1% - = o
Junszuiunisiseusuuuidunesawwiniinisiseuiiuunszany We anug Qnwulwinnig

LADNNNTNTLVNARULAL LA SUNARNDULNUNEIDINAISLEDNNITNTEYINUU

2) Distributed value function (DVF) algorithm
Tavnluluszuumanedaingzyih (multi-agent system 38 MAS) Lelauviaitoya
anuzuUUIzasity TnswiarTnunasdunnilsidugadivasnunelddeyasimzocal
information) filduwindu #hids DVF lewiasdadissdnussinamesaniusdagtuiiaueg
ity thufiedr dwiueawi ifinan duudasiaanaessidenmanssihldnousening

[

M4 NITOWANAT Q Q4 1IA7 ¢ VBILBLAUIN F ENUNTOLARNILA AT

0/ GLa)=-a)Q(s;,a)+a@r,(s.)+y D GV (L) (2.7)
JeNegh(2)
I/tiz(sti )= mgjf Qti+1 (S; ,a) (2.8)

e aflednsinisiew; () Aerdisiiniinvasilsiduganianivuadiufissves

LOLAUN | T99zle N

ieon 1 N (2.9)
(= —l NeightD)] , if Neigh(i} # 0
1 , otherwise

1o j € Neigh(i) ADlMUATILABIVDUOLAUN §
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2.6 d7U

WemuniindifswiAnvesnszuiumsaedulatuuiniaen n1suugdiwuifnves
= 1Y aa I3 ¢ o v a ¢

nsrvIuMSSEusLUUIBulesawwiiemnaaagveslaymniinisdnaulauvuaninen uay
nTrUINNISsEuILuUAtluTEUUNatgdINsEYINIiTendn IEn1eilaidugafiLuunszany
(Distributed Value Function algorithm %38 DVF) @3gsananagnianldimunisnisaiun
funaseurgulvuIngadmiuiATeIsmdouiivuukengea Lagn1siaNsIANTINie
5¥NI100LIUY LaeTelauialunsannuaAnagnsnisInnIsiuiaseunguivasniouay
InalAgenagnsnvzauign

dmsuunialiagiaueiasnisauguiuiinseunguiivasndslussuunaiafinssyin
o w A < v a = sy aa 5o ]
dmsunseviduwesisaeninslasdanlnunlszasiiie Bneileiduyanuuunsyang

wazluslameainuizusraasedng(Topology Maintain Protocol 38 TMP) aggniunld@nu

nsMIvANIUNATEUARULA A UUTE NS A MmN eleng AnssunislaufvednuaUseaenie
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n1sAIuANNUATauAguTivasadslunsad e dueesiSane

pilnuauszasns1alusuunaIsnINTLNiI

3.1 na1aidn
& & = a & 4 g v = v v a caa s
Wemunilnaniadsnsmuauiiuniaseuaguiildnisiseuiuvudasiolnuisdunesa
€1 Y o ] A A A v I3 Y & A = Y
wuswiulusinneasnuisusunsetie enazlanagnsnisdnnisiiunaseuaquituaense
waglnalAganagnsimunzaunan lng3sn1simiuauegneenuuulilvuanila 9 viinisandula
Tnsfiansandeyasinlnuadrnfsmalslnun iesviledudayanianainaintvuaiidy

DUNTEY

d’j o o dl 1 = dgl v 1
WemdrAgnagnanisluuni laun
1. namsuzin1sAIvANiunseuAguluTsuuaefInsEyin
2. namidunadeNndluunUszasniiey

3. mMImuAuunsTeunguivasadslussuLAIERINTEIN

4. MIUSEUNEUUTEANTAINNITAIVANNENIATOUAGUAIEISDVF+ TMPLIB URTU

ax = v A 1 a o Y 1 ad J a
UﬁﬂflﬁLa@ﬂLauwaWNa%LﬂNaﬂ VL@]LLﬂ 19DVFaSLAYU

3.2 N13AIUANNUTNATaUAUTUSEUUNANEAINTEYIN

WNsmIvAuiuTAsauAgulusTuuaIgMnsein@asendt Heiduyariwuunssane

a

(Distributed value function e DVF ) ifAsmsmlulumsusuussuszavsnmlumseuny

[

nuimseunquinaukazudeiuluniotnadugeslsats [17,18,25] Fnsiludazlnunay
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Aasodeansuazuaniuasudeyaifefuileiduyadivesies Tneflsdduyandananie
flafduildimuainelauiazufiAdaedrslsidesgluaniuz sesille sAowndriaves
A & v & A 1 < $% [ v I o
anuzdululdnmueluedeteduwesliay fvuali a e Afemsnseviriignideniete
wuv e ARewndifavesnmsnseiiilululiiomaluudazaniugiadu nunasivie
wevie 7 demfengfiouildidennisnszihainiladdunesaniug wiesrananlaindu

n15duguesanIue seS wavae Alugauunazdulunisidennisnsesin a fiaanug s

Mafduy 1A A7 fanruy s areldnisnsedin a sreulevle 7 deulae

V E” 44' r = & wal P o
(s)= 7/ | Sc =S p e Mg AanamauLUIINAISEONNINSEYITEaUE S W

nan t yﬁammiﬁfu ( discount factor) wag E { } Aadmanis

SarTuslanduy YAAIN1INTENINNTSEBNNIIATEYI afanug s aelduleue 7

Hvulae Q7(s,a)=E~ {ZV trke| S

=5,8, = a} laeidngUssasdaiieniuleuiy 7

Wielyi 7° = argmax Q- (s, a) il
\Z4

ez uUTIaIngUIzaIRfana1 luviwsngd (Ivus) azdes

nsenanilenduyadIn1snszyivesny nannaalunsenan a 91981 dmsuielaun

i wanalag [7]

Qi (sl a)) = (1-a)Qi(sl,a)+e| Ky (siy)+7 D, Fi(i)V’(sly) (3.1)

jeNeigh(i)
Vi (81) = max QL (st @), (3.2)

= A o = Yo i 1 - Y] ¢ U | Al v a ¢ .
LB aﬂ@@miqﬂqiljﬂug f (J)ﬂ@ﬂqﬂjﬂuqﬂUﬂsﬂaﬂ‘WQﬂ%u@uaﬂWWIwu@quLﬂﬂﬂsﬂaﬂL@L"ﬂu‘m |I®EJ

i
F(j)= |— | if Neigh(i) =0
| Nelgh(|)| ' (3.3)
1 , otherwise

Mo jeNeigh(i) Aowsvesluuatiafsasoun i [18]  asuniglunssuiunis DVF

Iuansiudieduldlydisudlnuafiog tramsausvinefimnqluuailownainilaiduyarises

[
=

IdUoyavedlnundug ivdenmualuaievieiues  AIuIsns DVF Fedustiuausiuile

Y
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A a1 = v v d' a
fﬂ’]ﬂi%umusﬂum%a‘mwdLLaquL‘Vl’ejmmmEJVIN@WGU’WU@Q&@JMW] (3.1) Msuanlagy

pua (Wume Menduyarivednundus) Tuisn1s DVF Judvsrenislanfvedlrunuseasning

Y

(%
1 %

mtudeyaninaneonadudeyaiifianainld  Mewmedsenuideatuifaadunz vy

Y Y 9

85 DVF Wanunsarufudanimundliieiinnislaufvednundseasning

3.3 Aeandoundluuayszasasiig
B DVF  gndnwineldanufignuiiin  maqluusluaietiedugesiiaeiang

¥

filetu (18] deu DVF Fsdimrundssionisglandiuaanasadodielvunysyasdieds
waaaaenviewaaIiananiovhaedmanefifilvesdaneitu  laehdeilagndnis
yiavoamsglaniiintulueieriodugesifae (241 nsglassmardannsnanetgnisléo
voursets wieannsideusevenaietuaziuiinsounquls

msTeuduuulalinay (sleep deprivation attack): mslaufiussianil hensetuay
neneudngdlilvualuiiuilegluannsiiuimaons  msglausudazdmansziu 2 dw
ety edrausnasdumaiiunslindsnuniglafuduseiivundeagluanogmsldaues
wptnetiues wanssnuimndenslindsuiifiutuiennanamuuesavestayauarnis
miﬁuﬁ’umaiu%jumil,%amiaéﬁaada (data link later)

mslouduuulindy (snooze attack) : mlasfussianil dhenseiruasdngdliluun
ogfluaniuevdy  nslaufuihsnfudunnesoniadourovenaietns  vieiumsaniiud
asounguluuEhse Tafuies

mslauiuvulaedinaseslpualuinietis  (network substitution  attack):mslasf
Jsmnnithenssdaasndvueuisiifseglueaiinndensnnnds TMP  delvuamenile
aeldnseuan  fhemsseiufezannsagloslddiia Wy msuanasudeyaiianaiaun

Inupdug  Fansglanssinnilendensnraduiiesnninuamarlanansainwinisieuse

! A 1 U ay v
syrinaAsedelaziansfaluanugUndle

3.4 N3AUANNUTIATaUAUaENIUaRnneTusEUUNANEAINTEYI
\eflagliisn1smunuiluiinseuaguuuy DVF Sauainusenislaudvesivua

Uszaansneunndu nsuunsinsukuy TMP Jagniaunnuwanduds DVF audu nalanisinsy
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wansliiuindlnuaiiaudy (active node) viselvuafilifiug (inactive node) aguselally

dunienisdsdeyaneunisdnduladennisnsevitlag (Hude n1sildguruInveIiug

[

AseuAay) tnudanassuiiiauslusenuideatull nuenisaunsanusenislaungadue

e

u fnuangluszegnsdsdeyaveny

iiefinwuszansnmlumsmivauiiufiaseupauvesasetieidugesiiaediognglay

¥
a

o A= a = i 19 a o =
3']8\1']UQLU‘U‘L!‘UQLiilﬂﬂﬂqﬂqﬂﬂﬁliﬂjUﬂ@JLLa\‘]a'J'Nﬂ']EJIUV@QGUU']@ 30x30 N3 LLaﬂﬂﬂﬂE‘UVl 3.1

FeM0AINaIUTENBUMENGUTBLBLAUT 40 LBLauNgNINFIKUUEN Ineliaauaiunsalunis

3 LY

ATTUANEINNEIUTEY nanslaudyaneal M1 D9 MAOUAazLelauNazdfIA LA

anusalvianuanludiunnequesiessouqeau laedliinguszasaialiieausiaiuse

v v = & 1

SeudieriueduiuieluridudnAslnuaUszasdeieliiinuasainaneluieslaagid

' £ ' v !
U = a A ]

UseAnSn1n YuAan15ananuIuvadlnile AunveeLauy i de1ules a' Fakansataiud

AVRYUVUIN 5 X 5 L9ARAUTDULDLIUN i

M4 M3 MI4 Mg M7 ML3

M4

M3 M1 M M2 M40 M34|

=6

L2
MI§ M§ M6 MI12 A0 M2§|

A1 M3 MIT MLL M M3
M3

AT M& pii] M20) AT M35

M33 M29) M38 M30) A3 ML)

¥ ! 4
A ]

JUN 3.1 fuiviesrwin 30x30 n3a Leiundnmuiefsliiuasainduiui Tuvaeinund

[

YnLNedInasdIeINuue 1 InuauasAunmduidunungdailiasainaiiinanlyug 2

T9un
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sreuITsatuildeulnuals 3 nuedmsuldugasinuausazdi dude Inuandu
Tnuavingu warlvuansiageu ausulnuanauiulnuaniegazlddnisiauiaiu Tulnus

nvdeulnunlziinsnTIsdeulnundulussezNsSudioyaindinualavinauegvsely

v Aa

Aauyinsenauladannisnseyin Tudltuvealnusyinnuiulnusazaiunsasndulaidanlen

(% o '
=] a

szwldsuluidulavinienu (Hesnwadveslnumua diuasainiasounguiiuiugs) wieas

[

d' & A v & = =
L‘UaEJu‘WUV]ﬂi@UﬂEjNIMLaﬂaﬂ%i@l‘mmﬂu

A0ULIANIZVBLOLAUN (Local agent state): WAATLOIAUN | @INITONTIVIATEAULAS

¥

ananmelununvewuls aaiuzaniy s' Ao @0 USVDILARELDLIUNNETALNUALAZNUT
ATOUAANYDBLAUNUY dnnuzvadlnunlsznaume 3 nuameiuae nuainau Inuandy

[ 1

waglnuansivaey lulnuavduasianuzanzniduliliey 1 aoue (nanfe lufiwadla

al

dosa119) dusulnuansivaaunasluunyinaeu azdanusdululslnunay 26 anuy sadu

aelanueidulUlaviamunluseuuinedu 53 annug (1+426+26) Fakandlae

s = (state of mode, state of coverage) :(si si),

e s! e {sleep mode, probe mode, work mode} uazs; € {0,...25}

NINTEYINANIEYBLBLAUN (Local agent actions): LAALLELAUN | @1N1TOLEBNNTEYIN
nwaveinsnseyhilululalunrazanusiiiniy wavesnisnsein A' = (7505837 O
Yal), 1303297 1 (Ualwdheiufiesouaqusin dslianuadng o wadsouiiau wandlag
M1, M3 uag M5 Tuguft 3.1), msnsin 2 (Daludeiiuiinseunqugs ddlsiaanuading 25 wad
SOULDLIUN LAMILAY M2 way Md Iugﬂ‘ﬁ 3.1), 717575273 (nsaansuludalnuadnafes
uazseranaunduneluszezna1siia Tnsfinsnsevhifougelienuiasaaousadiides

aieneunsindulaiennIsnsey 0, N1snseyil 1v3e N19NTeY 2)Kilen1snsevingniden

anuzlanzlagiuasgnasludianugluel uansiagun 3.2
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Probe mode Work mode

! | Action] | Y
Action3 : : f ‘
| ‘ G-COST _LOoW; ‘ Actionl
. f : | G - COST LOW

; Action2
G- COST_HIGH

3UN 3.2 lpezunsunisdsaniugvasnalnnisinsuludanessy DVF+TMP

N3EUIUMITOUTUUUNTEA8YRIT DVF Wi teluiazldiissdayamnisiilaunield
Tumsdindulaniiiy weneuwnuededmivienw i dowles r'(s)) Aeflsdduaniug s

YOUBIUN | 4 1381 tHenulae

ri(s))=Gi(si)-Ci, (3.4)
Sloci(s) fio ilaiduvessnuadiidosaisouiufiveneauy i 1wy

Gi(si)=nb_cell _bright(a')xGAIN _CELL _BRIGHT, (3.5)

| [ A = & a wvua o o & ¢ .
warC' Ao nawungnldly Fudunaninnisuifniunisnseyiiiienlagielaud i a 1ian t

Jeulag

0 ,if Action 0 was taken
o COST _LOW ,if Action 1 was taken (3.6)
| COST _HIGH ,if Action 2 was taken '

COST _ PROBE, if Action 3 was taken.

SPUIFLRTULYINNITNAABUUSLENTNINVDITLUUNIUA 4 ANUAIENY A

1) WanaULNULRAYAD 1 97981 Jeulag

T

2r(s)

average reward =t=°#, (3.7)
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2) WaLURALRLY

(%
Y

3) Wesigudvesiiuiinsounguaintnuedia (nuailigede) denulaedurueadianund
A09A7319999UATIA LY 1 FIIAT WITAEINUIUVDUTAAVIINUA

a) nsuanUasy (trade-off) eulag

T

> number of lit cells by agent(t)
Trade - off =22

D" energy consumption by agent, t)

t=0 Vi

(3.8)

nsdnaesseutluseaideatull auynli GAIN CELL BRIGHT = 0.5, COST LOW =
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1 Suwwasivuavids IRIS/MICAZ/Mica2 usanfuvasadumasua (interface board) 209

MIB 520CB wazgnlusunsulivimthiduannidgiuseuiosus

(n) (¥)

SUT 4.4 uefolalnsaeulnsaianiu MIB 520 CB (1) MIB 520 CB (1) MIB 520 CB seitiulue

Vit duaanigiu

4.3.4 gUnsalifuvosamsUnTInInAIaITaSa 1A A IIUTKE
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Aslalutag 0-14 TneiguwespH Jaglia1useiu 1.75 1iaa Ad1 pH 7 waslssiuastiiudu

N9 0.25 128 1or pH 1 anaddl Tun1emsstny wsaiuazanas 0.25 13ad Wedn pH 1iadu

UM 4.5 [ueidmiunsirinasazaiensn-ang
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2) nsudaanisthlwdvesansazane (Conductivity Probe) TdmsuinAinamiin

i viserAududuvedloosuvesasaraly 1Y1N1TINATBUARUAILE 0-20,000 uS/cm

Conductivity Probs

oo el CAN-ETR
..... T

UM 4.6 wuwesdmiunsiaiadnisiiliivesasazany

3) Wuwasiauasuuuesasu MTS300 Wuduwesuugunsal (interal sensor) agld

CdSe photocell Faaunsainuadlanaueninfuasan 690 nm luudinniluaadnaeien

a1 U

AUATUNIUN 2 KQ WATUSIUNLAILIAIAINUAIUNIUL 520 kQ

JUN 4.7 Uasa MTS 300 dmTumInsivinaIAuiduuLa



46
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WumussuvesUSinaanudunsa-aeiazuSinanisilniwesansazane

& Oscilloscope

1130 144.0 162.0 197.0 z23.0

Zoam Inx Zoam Iny
I hes Y Axis
Zoarm Qut Zoam Quty [
g | Srolling
Save Data Load Data = | Reset |i=: il
[
Edit Legend | W Show Legend Y
=T e0eTe | ? J Zaontrol Panel |
Clear Dataset | W Connect Datapoints

'
o

JUN 4.11 deyanviin1insiainla

ALsanuingIvinlasninanazgnitliyszasalulsunsununuay (Matlab) ieuans
nigldanunsadinlale wazaggniuiinasgiuteys laedeyaniinistuiinagysenaulume
W auazAngTIade (EC pH  Uag avadunas) fagun 4.12 edldaunsaaiuding

ns1dnilleegazain a5 Inglidesluviinisnsainaimienuies



49

/| 120317 _DatabaseHyd| ics - Notepa

File Edit Format Wiew Help

Year Mount Day Hour Min EC pH Lux
2012 3 17 0 55 2.4122 5.7969 0

2012 3 7 1 56 2.4107 5.777 0

2012 3 7 2 56 2.4141 5.4825 0

2012 3 7 3 56 2.4128 5.6916 O

2012 3 7 4 56 2.4135 5.9181 O

2012 3 7 5 7 2.4078 5.9407 O

2012 3 7 [ 7 2.4033 5.8486 0.23808
2012 3 7 7 7 2.3999 4.9811 2287.4
2012 3 7 g 58 2.3925 5.3606 10818
2012 3 7 58 2.4079 6.0002 11741
2012 3 7 10 58 2.4048 6.3041 12841
2012 3 7 11 59 2.4039 6.3261 13741
2012 3 17 12 59 2.4093 6.2501 13686
2012 3 7 13 59 2.4119 6.0747 11900
2012 3 7 14 59 2.463 6.046 10790.9
2012 3 7 15 1 2.4628 6.6935 8300
2012 3 7 16 1 2.4635 6.5926 3782
2012 3 7 7 1 2.4668 6.3969 2778.7
2012 3 7 18 1 2.4412 6.2284 946.45
2012 3 7 19 2 2.4118 6.2168 378.2
2012 3 7 20 2 2.4064 6.0408 378.2
2012 3 7 21 3 2.4049 5.9463 0

2012 3 7 22 3 2.4041 5.8581 O

2012 3 7 23 3 2.4094 5.7466 0

2012 3 18 0 4 2.463 6.046 0

2012 3 18 1 4 2.463 6.046 0

4
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Abstract—In this paper, a multi-agent coverage control
scheme in wireless sensor networks called the Distributed
Value Function was integrated with a secure Topology
Maintenance Protocol (DVF+TMP). The objective was to
achieve a coverage control scheme which maximizes the
coverage per unit energy consumed and countermeasures
sleep deprivation, snooze and network substitution attacks
in WSNs. Simulation results showed that our algorithm was
more resilient by consistently attaining higher coverage per
unit energy consumed, and achieving up to 75% and 109 of
coverage greater than the original DVF algorithm under
sleep deprivation and snooze attacks, respectively.
Furthermore, the network substitution attack was studied
where inaccurate information was exchanged between
nodes. The proposed algorithm gained up to 12%, 25% and
8% of coverage than the DVF algorithm for the normal,
sleep deprivation and snooze attack, respectively. The
proposed algorithm also consistently achieved more average
reward per unit energy consumed than the existing
algorithm.
node;  conirol

Keywords-multi-agent;  malicious

o Werage;
[.  INTRODUCTION

A wireless sensor network (WSN) is a wireless
network consisting of spatially distributed autonomous
device using sensors that can communicate with each
other to perform sensing and ta processing cooperatively.
The overall objective of a WSN is to provide a low-cost
solution to gather physical data from the environment,
such as noise, pressure, light, observation and transmit it
to a base station.

Due to scarce battery supply, topology maintenance
and coverage control has become a challenging issue in
WSNs. Works in [1-4] aimed at increasing the lifetime of
the network by keeping only a subset of sensing nodes
active and turning off the remaining redundant nodes.
While [1, 2] attempt to maintain connectivity but not
guarantee sensing coverage, [3, 4] addressed both
network connectivity and coverage requirement.

Distributed self-adaptive coverage control schemes are
attractive as WSNs are typically spatially-distributed and

W. Usaha

Schoaol of Telecommunication Engineering
Suranaree University of Technology
NakhonRatchasima, Thailand 30000

wusaha@ieee.org

deployed in dynamically changing environments which
may be difficult to access and manually reconfigure. Such
autonomous coverage control can be achieved by multi-
agent systems (MAS) [7]. Such distributed approach is
also more scalable and compatible with resource-
constrained sensor nodes. One of such system called the
DVF algorithm has been investigated in [7] where all
sensor nodes act as agents that cooperate to achieve a
common goal of maximum coverage and minimum
energy consumption.

However, all of the aforementioned works were
designed for trusted and cooperative environments. With
scarce onboard resources, it is possible that sensor nodes
may act selfishly by declining to service other nodes [5,
6]. Sensor nodes may also encounter attacks by other
malicious nodes inside or outside of the network. These
attacks may be used to reduce the lifetime of the sensor
network, or to degrade the functionality of the sensor
application by reducing the network connectivity and the
sensing coverage that can be achieved. We study three
types of attacks that can be launched in WSNs: sleep
deprivationare attacks which the adversary tries to induce
a node in a specific area to remain active thereby wasting
energy and reduce the sensor network lifetime; snooze
attackwhich the adversary forces the nodes to remain in
the sleeping state thereby reducing sensing coverage or
network connectivity; and network substitution attack
which an adversary controls some nodes which were
elected to maintain the connectivity. Once the adversary
takes control of a portion of the network, it can carry out
other attacks such as sending false information to other
nodes. To the best of cur knowledge, only [10] presented
countermeasures against these types of security attacks in
topology maintenance and coverage control schemes in
WSNs. However, [10] only aimed at maintaining
coverage by using a subset of nodes in an active or awake
state, their objective was not to maximize coverage area
per unit energy consumed.

This paper therefore proposes a coverage control
scheme which aims at maximizing the coverage per unit
energy consumption and is designed to operate in an
adversarial malicious environment. In particular, we
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proposed to integrate the DVF algorithm which is an
adaptive and distributed multi-agent coverage control
scheme [7] with a secure topology maintenance protocol
(TMP) [10] against malicious node attacks in WSNs.
More  specifically, we  incorporated a TMP
countermeasure i.e. probing to verify the local states and
active nodes within a neighboring area before increasing
or reducing its coverage to allow tolerance against attacks
from multiple nodes within a node’s transmission range.
QOur contribution centers on the integration of the probing
mechanism to the DVF scheme and its performance
evaluation against sleep deprivation, snooze and network
substitution attacks.

II.  MULTI-AGENT COVERAGE CONTROL

A multi-agent coverage control scheme called the
Distributed Value Function {(DVF) has been a common
approach to coordinately and cooperatively improve the
coverage control performance in wireless sensor networks
[7-9]. In this method, each node communicates and
exchanges information about its value function. A value
function is a function that quantifies how well the agent at
a node performs at a given state s€ Swhere Sis a
discrete set of all possible states of the sensor network.
Let a € A be the action selected by an agent, where A is
the discrete set of all possible actions available at each
state. The rule, so called policy =, is defined as a rule
which the agent selects actions as a function of states. In
other words, it is the mapping from a state s& Sand
action a € Ato the probability of selecting action a at
state 5. The value function of state s under a given
policy b is formally defined by

V”(S) = Eﬁ {Z ykrt“+1<+1
k=0

reward of taking a particular action in a given state sat

s, = 5}, where r.,; is the

time t, ¥ is the discount factor and E’T{ }is the

expectation operator. Similarly, we define the action value
function of taking action a at a given state under policy x
by

Qﬂ(s’ a) =E" {Z }VkI;H-}H-l S=8a4= a}'
k=0

The objective is to find a policy 7 such that

n =argmax (" (s,a). To achieve this ohjective,
Rk

each agent i (node) in the DVF algorithm performs an
update of its own action value function. The update rule at
time step ¢ for agent fis given by [7]:

Qs a) = 1-a) Q (s, a) + alr, (s,

FHVI(sL)) O

+y Y,

JeNeigh(i)

Vialsi )= max Q. (s{.a) @

wherecx is the learning rate, fi(j) are factors that weigh
the value functions ofthe neighbors of agent such that:

1) ! iF Nedgh(l) =0 ©
TV I S
P Neigaty] "

1 , otherwise

where j€ Nefgh(i) is the set of neighbors of node i

[7]. Hence, in the DVF algorithm, nodes cooperate not
onlywith their direct neighbors but with all the nodes
since the value function captures informationabout other
nodes which are not direct neighbors as well. Therefore,
the DVF algorithm is strongly dependent on cooperation
from other nodes in the network through the last
summation term on the right hand side of equation (1).
Theinformation exchange (ie. the value functions of
other nodes) in the DVF algorithm is vulnerable to
malicious nodes attacks, as such information may be
falsely exchanged by a compromised node. This has
motivated us to improve the resilience of the DVF
algorithm to malicious nodes.

1. MALICIOUS NODE ENVIRONMENT

So far the DVF algorithm has been studied under the
assumption that all nodes in the WSN are cooperative [7].
Hence, like other topology maintenance and coverage
control schemes assuming this condition, DVF is
vulnerable to security attacks where malicious nodes send
spoofed or false messages to defeat the objective of the
algorithm. This section describes the types of attacks that
could occur in a WSN [10]. These attacks could
potentially be used to reduce the lifetime of the sensor
network, or reduce the achievable network connectivity
and sensing coverage.

Sleep deprivation attackIn this type of attack, the
adversary tries to induce a node in a specific area to
remain active. This attack has two effects. First, by
increasing the energy expenditure of sensor nodes, it
reduces the estimated lifetime of the network. Second, in
the case of a densely populated area, it can lead
toincreased energy consumption due to congestion and
contention at the data link layer.

Snooze attack:In this type of attack, the adversary
forces the nodes to remain in the sleeping state. This kind
of attack can be applied to the whole network or to a
subset of nodes. In the latter case, the adversary can
launch an attack to jeopardize the connectivity of the
network or to reduce the sensing coverage in a region. For
example, an adversary can selectively turn off nodes that
are monitoring an intruder’s path through an area in which
a sensor field has been deployed for surveillance.

Network substitution attack: In this type of attack, the
adversary deploys some nodes, which are in a set elected
by the TMP, to gain control of part of or the entire
network. Once these nodes are under control, the
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adversary can carry out other attacks such as sharing
false or inaccurate information or readings with other
nodes. This type of attack is difficult to detect since the
compromised node can still maintain connectivity and
appear as it were operating as normal.

IV.  SECURE MULTI-AGENT COVERAGE CONTROL

In order to make the DVF coverage control scheme
more robust to malicious node attacks, TMP probing
procedures were integrated into the DVF framework. The
probing mechanism verifies whether there are active or
inactive nodesin a node’s transmission rangebefore
decision take any action (i.e. changing the size of
coverage area). In particular, in our proposed algorithm, a
node can tolerate attacks by up to { nodes within its
transmission range.

To study the coverage control performance of a WSN
under attack, a lighting control application of a room
represented by a 10 x 10 grid was studied as shown in
Figure 1. This room contains a group of five agents
deployed on five nodes with light sensing capabilities,
laheled M1 toM5. Each of them has alight source that can
illuminate the part of the room surrounding the agent. The
ohjective is for the agents to learn to cooperatewith one
another, in presence of malicious nodes, in order to
completely illuminate the room in an energy-efficient
way, i.e. minimize the number of lights turned on. The

area of agent i, denoted as & . refers to the 5 x 5 grid
square centered on agent 7.

We define three modes for each sensor node, i.e.,
sleep mode, work mode and probe mode. In sleep mode,
a node becomes inactive. In probe mode, a node has just
awoken from the sleep mode but is checking on other
nodes in its transmission range whether they are active or
not, prior to taking any decision. In work mode, nodes
are active and can decide to become inactive (since their
cells may already be covered by other nodes) or to use
low or high coverage. On the other hand, in the original
DVF algorithm, a node collects and exchanges data with
its neighboring nodes, and immediately decides whether
to be in an active (awake) or to be inactive (asleep) state.
In our proposed integrated DVF and TMP algorithm,
before a node enters work mode, it enters probe mode to
check whether or not there exists other nodes within its
transmission range already in work mode or not.

Local agent state: Each agent fcan sense the level of

light in its area. Its local states'is state of each agent
based on its mode and coverage. The state of mode
consists of three modes i.e. sleep mode, work mode and
probing mode. In sleep mode, there is 1 possible state (i.e.
no lit cells). In probing and work modes, each has 26
possible states. Therefore, there are 53 possible states
(1+26+26) for the system given by:

a2 M3

M1

(LI

Figure 1.A 10x10 grid room representation. Grey cells are not
illumninated, white cells are illuminated by one node and striped cells
are illuminated by two nodes.

s' = (state of mode, state of coverage) = (s,,s)

where s’ & {Slcep mode, probe mode, work modc—:}
and s ¢ {0,...25}.

Local agent actions: Each agent 7has the ability to
take one of the following three actions in any state it

lands in. The action space Al s the set of all possible

actions for each state A' = {Action 0 (Turn off the light),
Action 1 (Turn on the light in LOW coverage. This
illuminates 9 cells around the agent, as shown by M1, M3
and M5 in Fig.1), Action 2 {Turn on the light in HIGH
coverage. This illuminates the 25 cells around the agent,
as shown by M2 and M4 in Fig.1), and Action 3 (Send
probe to neighbors and wait for a response within in a
finite time. This action allows the agent to sense the
illuminated cells within its range prior to deciding to take
Action 0, Action 1 or Action 2)}. Once an aclion is taken,
the current local state of the agent transits to a new local
state accordingly as shown in Figure 2.

Note that in the distributed learning schemes such as
the DVF algorithm, the agents use only information that
is locally available to make their decisions. The reward

)

for agent /, denoted as I’ (S, )1’5 a function of agent i's

state S'at time zand is defined by:

A(5) =G () -C 0
where G'(s)is a function of the number of cells
illuminatedin the area of agent i such that
G () =nb_cell_bright(d) < GAIN_CFILL_ BRIGHT, (5)

and C’ is the energy consumption resulting from the
action taken by agent 7 at time ¢ such that
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0 Jif Action () was taken

COST _LOW |if Action 1 was taken
COST _ HIGH | if Action 2 was taken
COST _ PROBE, it Action 3 was taken
(6)

The reward functions and state transitions for the
proposed DVF+TMP algorithm are shown in Figure 2.
Note that when the agent decides to take Action0, a
reward G is obtained since the local cells could still be lit
by neighboring nodes and the cost is zero since no energy
is consumed if the agent becomes inactive. For other
actions, the agent is rewarded with G subtracted by a
non-zero cost in (6).

Probemode

Actiond | /| ;\ ) ’f:nﬂr_*:l (=
e — [ ) i/’wﬂ'w"'i T ™
“cost prosE ! i -
Seep wode ] (\ : i
B A S B B
K n‘u-\u —

m;—
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\ \;/ ) ‘EEO_S}_TIEH A

Figure 2.Stale transition diagram ol the probing mechanism in the
DVF+TMP algorithm.

Four performance metrics were considered: 1) the
average reward per time step defined by:
T
2r(s)
average reward = =0—— (7

T

where T is the tofal number of time steps, and 1’ (S;)

is given by (4); 2} the average energy consumption; 3)
the percentage of coverage area from  good
(uncompromised) nodes defined as the total number of
cells illuminated by all good nodes at a time step divided
by the total number of cells in the system; and 4) the
trade-off which is defined by:

;
ZZnumber of Iit cells by agent,(t)
Trade - off ==L

T

ZZ energy consumption by agert, )
=0 ¥
(8)

Note that the trade-off in the above equation reflects the
total number of illuminated cells throughout the
simulation over the total amount of energy consumption.
The trade-off represents the number of illuminated cells

{coverage) per unit energy consumed. It is expected that
the better the system can deal with malicious nodes, the
better (and more efficient) the uncompromised sensor
nodes can decide and therefore the higher the trade-off.

In the simulation, we used GAIN CELL BRIGHT =
0.5, COST LOW= 0.8, COST_HIGH=3,COST_PROBE
= (0.5 the learning rate e = 0.4 and the discount factor y=
0.7.The values of the learning rate and discount factor
were obtained from experimenting a range of values and
selecting the parameters which received the best
performance in terms of average reward per time step.
The run length of each simulation was T = 20,000 time
steps and the results were averaged over 10 runs to
achieve the desired accuracy.

V.  RESULTS AND ANALYSIS

A Sleep Deprivation and Snooze Attacks

We assigned each agent to encounter sleep
deprivation attack and snooze attack and then analyze the
results in Figures 3-6. Note also the percentages of
coverage in the normal situation (no attack) are also
shown in Figures 3 and 5 (represented by DVF and
DVF+TMP). Denote “M1-w”, “M2-w”, “M3-w", “M4-
w", “M5-w" for cases when agent 1, 2, 3, 4 and § were
each attacked by sleep deprivation, respectively.
Similarly, denote “MIl-s”, "M2-s", "M3-s", "M4-s”,
“Mb5-s” for cases where agent 1, 2, 3, 4 and 5 were each
attacked by snooze attack, respectively. As a benchmark
to compare the effects from malicious nodes, i.e., sleep
deprivation and snooze attacks, we observe how each
agent operates in the normal situation. We compared our
proposed integrated DVF and TMP algorithm
(abbreviated by DVE+TMP) with the original DVE
algorithm (abbreviated by DVF).

Figure 3.depicts the sleep deprivation effect on the
percent coverage of the DVF algorithm compared with
the proposed DVF+TMP algorithm. In case of sleep
deprivation attack on agents 2, 3, 4, and 5, we can see
that the percentage of coverage for each case achieved at
75%. Furthermore, for each case, convergence to a policy
which obtained the most coverage was achieved.
However, in the case when agent 1 was attacked by sleep
deprivation, the original DVF algorithm attained zero
coverage. Note that agent 1 was located in the center of
the area and its coverage overlapped those of agent 2, 3,
4, and 5 (see Figure 1). Such result showed that when
agent 1 was under sleep deprivation attack, all the other
good (uncompromised) agents in the system were falsely
led to converge to sleep mode thereby attaining zero
good node coverage with the original DVF scheme. On
the other hand, when agent 1 was attacked by sleep
deprivation, the proposed DVF+TMP algorithm can
attain 75% percentage of coverage. Figure 4 shows the
trade-off results. [n the cases of sleep deprivation attack
on agent 2, 3, 4, 5 achieved the maximum tradeoff that
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could be achieved, thereby agreeing with the percentage
of coverage results. Note that in the case when agent 1
was attacked, we can see that the average coverage per
energy consumption unit of DVF+TMP was significantly
better than the original DVF algorithm.

Figures 5, 6 illustrate the snooze attack effect on the
percentage of coverage and the trade-off in both
algorithms. In Figure 5, when agent 2, 3, 4 were attacked
by snooze attack, the final coverage results of the
DVF+TMP algorithm obtained were up to 5% 10% 10%
respectively is more than those of the DVF algorithm .
Note that when agent 1 was under snooze attack, hoth
algorithms eventually attained 100% coverage. This was
because all agents must work in HIGH mode when agent
1 was attacked, in which case was the optimal policy for
the system. When considering the trade-offin Figure 6,
we can see that all agents depicted similar patterns
though the DVF+TMP algorithm consistently gave a
better trade-off (ie. more cells illuminated per unit
energy) than the DVF algorithm.

So far the nodes under attack have been
predetermined. In the next experiment, we evaluated the
performance of the DVF and DVF+TMP algorithms
when the malicious nodes were randomly generated.
Tables 1 and 2 show the results as the number of
malicious nodes were increased from 0 {normal situation)
to 4 (worst case scenario). Table 1 shows results from
DVF and DVF+TMP algorithms under the sleep
deprivation attack. Although the average rewards were
increased as a result of the attack, the average energy
consumption was high. However, the DVEF+TMP
algorithm achieved higher average reward per unit
energy consumed than the DVF algorithm alone. On the
contrary, Table 2 shows that as the number of nodesunder
snooze attack increased, the average reward dropped
significantly along with the energy consumption. Once
again, our algorithm attained more average reward than
the DVF alone. Furthermore, under this attack, the
average reward per unit energy consumed by the
DVF+TMP scheme was also higher than the DVF
algorithm. The results in Tables 1 and 2 agreed with the
trade-off in Figures 3 and 5, indicating that our method
can achieve more coverage per unit energy consumed
than the DVF alone.

B Network Substitution Attacks

In this subsection, we study the performance of the
two algorithms in presence of network substitution
attacks. Under this type of attack, the adversary takes
control of a node in the system. The compromised node
can still maintain connectivity and appear to operate
normally. However, since it is completely controlled by
the adversary, it can carry out other types of attacks such
as selective or complete packet dropping, traffic analysis,
send false or inaccurate readings or information. We
assume that the compromised node exchanges inaccurate

information with other agents. We assume that the
degree of inaccuracy is inserted by multiplying the value
function in the last summation term in (1) by a parameter
¢randomly chosen from the interval[1-&y, 1+&,.,] where
Ena= 0.25, 0.5, 0.75 and 1. Each agent encountered such
attack and the results obtained were averaged over all
agents. Pigure 7 depicts the percentage of achievable
coverage obtained from different degrees of inaccurate
value functions on each algorithm under normal situation
(with no sleep deprivation or snooze attacks), sleep
deprivation and snooze attacks, respectively. The higher
the degree of inaccuracy, the less the coverage achieved.
This confirms our motivation that distributed coverage
control schemes rely on node cooperation and thereby are
vulnerable to malicious node attacks. Furthermore, for
each scenario, the DVF+TMP algorithm consistently
outperforms the DVF algorithm alone by gaining up to
12%, 25% and 8% more coverage in the normal situation
(with no other attacks), sleep deprivation and snooze
attacks, respectively.

The effects of inaccurate value functions on the
average reward, average energy consumption, and the
ratio of the two parameters are shown in Tables 3, 4 and
5 for the normal situation (with no sleep deprivation or
snooze attacks), sleep deprivation and snooze attacks,
respectively. From the three tables it can be seen that as
the degree of inaccuracy increases, the average reward
from both algorithms decreased accordingly. However,
the DVF+TMP algorithm consumed less average energy
than the DVF algorithm alone therefore achieved higher
efficiency in terms of average reward per unit energy
consumed for all cases.

All of these results suggested that the DVF alone
relies strongly on the cooperation among agents and is
vulnerable to security attacks. The proposed DVF+TMP
scheme can enhance the security and can cope with sleep
deprivation, snooze and network substitution attacks,
thereby improving the resilience of the distributed
coverage control scheme.

VI. CONCLUSICN

In this paper, we proposed the DVFE+TMP coverage
control scheme based on the integration of a distributed
learning scheme for multi-agent systems called the DVF
algorithm and a secure topology maintenance protocol
(TMP) to countermeasure sleep deprivation, snooze and
network substitution attacks in WSNs. To evaluate its
performance, a lighting control application was studied.
The results showed that in the presence of malicious
nodes in the system, the original DVF algorithm was
directly affected suggesting that the DVF algorithm alone
strongly relies on the cooperation between nodes.
However, results showed that the proposed DVE+TMP
algorithm was more resilient to malicious node attacks
byachieving up to 75% and 10% of coveragemore than
the DVF algorithm alone under sleep deprivation and
snooze attack, respectively. The proposed algorithm also
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attained a better trade-off in terms of the number of cells
illuminared per unit energy consumed. Similar results
were achieved when the presence of malicious nodes in
the system were increased. Furthermore, in the network
substitution attack where various degrees of inaccurate
information of wvalue functions were exchanged, the
DVE+TMP algorithm gained up to 12%, 25% and 8% of
coverage than the DVE algorithm alone for the normal,
sleep deprivation and snooze allack cases, respectively.
The proposed algorithm also consistently achieved more
average reward per unit energy consumed than the DVF
algorithm.
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TABLEIL RANDOMLY GENERATED SLEEP DEPRIVATION
ATTACK RESULTS.
Coverage control schemes
ZEI;:‘; fd DVF algorithm DVF+TMP algorithm
nodes |rvgrews Avg Avgreward/ g Avg Avgreward/
d energy Avg energy rewad energy Avg energy
consumed consumed consumed consumed
0 6.19 1.18 523 6.59 121 5.45
1 8.7 1.60 5.35 8.98 1.64 5.47
2 9.33 1.80 5.18 9.65 1.80 5.36
3 19.85 1.95 5.04 10.35 2.04 5.07
4 1021 2.09 4.88 11.13 2.12 h.26
TABLE IL RANDOMLY GENERATED SNOOZE ATTACK
RESULTS.
Coverage control schemes
Mo. of DVF algorithm DVF+TMP algorithm
attacked T a = =
nodes | 4 As S/grewar: A A arewary
rowar | comsomes | AEE |ty oo | AvEEIEy
consumed consumed
0 6.19 1.18 523 6.59 121 5.45
1 3.03 0.75 4.06 5.39 0.88 6.15
2 1.87 0.62 3.03 4.39 0.80 550
3 1.26 0.49 2.58 3.34 0.55 6.06
4 1.03 0.44 2.56 2.98 0.54 5.49
TABLE III. EFFECT OF INACCURACY IN NORMAL SCENARIO.
Coverage control schemes
DVF algorithm DVF+TMP algorithm
am‘”i Avg Avg energy Axg reward / Avg  JAvgenergy ’Dgg rew gl
reward consumed B energy reward  ponsumed B Energy
consumed consumed
0.25 7.14 154 4.63 7.90 1.55 5.11
0.5 7.11 1.56 4.57 7.84 1.54 5.11
0.75 7.08 1.55 458 1.176 1.53 5.09
1 7.02 1.55 4.55 7.67 1.51 5.07
TABLE IV. EFFECT OF INACCURACY INSLEEP DEPRIVATION
SCENARIO.
Coverage control schemes
DVF algorithm DVE+TMP algorithm
émﬂx Avg Avgreward / Avg reward /
Avg Avg Avg energy]
S v v S T ] i
0.25 7.20 1.56 4.63 7.91 1.52 5.20
0.5 7.10 1.55 4.60 7.58 1.49 5.09
0.75 6.90 1.54 4.49 7.21 1.50 481
1 6.70 1.53 4.37 6.87 1.49 461
TABLE V. EFFECT OF INACCURACY INSNOOZE ATTACK SCENARIO.
Coverage control schemes
DVF algorithm DVF+TMP algorithm
%max Avg reward/ Avgreward /
Avg | Avgenergy Avg | Avgenergy
reward | consumed ivr“gm;:;rgy reward | consumed Agz%jf;re%y
0.25 6.89 1.58 4.36 7.76 1.57 4.95
0.5 6.86 1.57 4.32 7.57 1.56 4.86
0.75 6.77 1.56 4.30 7.28 1.52 4.80
1 6.63 1.54 4.29 7.01 1.51 4.65
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